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Electronic mail is an excellent way to communicate personal and business matters in a fast and efficient manner. Having e-mail accounts may save time but it also requires time to read.  E-mail users are discovering that their boxes are full of unwanted bulk mail. Filtering unsolicited mail, or "spam" from the important mail is both time consuming and annoying. 
According to David E. Sorkin, "spam is both a wasteful activity and one that poses a threat to the security and reliability of Internet communications" (2001, p. 339). Spammers use a system called "mail relays", which connects to a simple mail transfer protocol (SMTP) server and directs the server to send copies of a message to a long list of recipients" (Sorkin, 2001, p. 339).  Spam is annoying because of its bulk and content. This makes it time consuming and costly (Sorkin, 2001, p. 337).  It is practically impossible to stop advertisers from sending unsolicited mail. They somehow always manage to find ways "to protect their messages from the software by concealing their names and addresses" (D'Ambrosio, 2001).
E-mail users need protection. The Federal Trade Commission (FTC) has come to the rescue. It "is authorized to enforce the CAN-SPAM Act and gives the Department of Justice (DOJ) the authority to enforce its criminal sanctions" (2004):

 The CAN-SPAM Act of 2003 (Controlling the Assault of Non-Solicited Pornography and Marketing Act) establishes requirements for those who send commercial email, spells out penalties for spammers and companies whose products are advertised in spam if they violate the law, and gives consumers the right to ask emailers to stop spamming them.

The Can-Span law, which became effective in 2004, protects e-mail consumer accounts from receiving "false or misleading routing information" (2004).
This is good news. "As more consumers and companies use sophisticated software to thwart unwanted e-mail, and anti-spam lawsuits mount, spammers are ditching the business" (Swartz, 2004) as fewer messages reach their consumers. 
However, it may just be a temporary set back for some. Spamming is a thriving business that may be difficult to stop. "There are 1,000 to 2,000 spammers worldwide. About 200 are responsible for 90% of an estimated 2 trillion junk e-mail messages each year … Top spammers recruit and pay newcomers to work for them" (Swartz, 2004).  Many anti spam companies recruit ex-spammers. This will not succeed as long as "some prolific mass e-mailers, such as Scott Richter, are reluctant to relinquish their money-making operations. He says he turned down a seven-figure offer from an anti-spam firm to retire this year [because he] can't afford the pay cut" (Swartz, 2004). This clearly shows that spamming is a thriving business that may be hard to stop.
"Canada's former spam king, Eric Head" (Saunders, 2004) has recently made headlines for staying in business. According to his lawyer, "he quit the bulk e-mail trade to play drums in a rock band at 25"(Saunders, 2004). Eric Head "is again being sued by U.S. companies for clogging cyberspace with unsolicited pitches for such things as cable descramblers, penis enlargers and debt-consolidation loans" (Saunders, 2004). Microsoft and Amazon are suing him because their "Hotmail service was burdened with hundreds of millions of messages and that hundreds of thousands of Hotmail accounts were opened under fictitious names as covert spam channels" (Saunders, 2004). Gold Disk Canada Inc, the company Eric Head headed, violated two laws: "Computer Fraud and Abuse Act, the CFAA, through opening multiple MSN Hotmail accounts" and "what is called phishing, a practice in which people are persuaded to entrust personal data, including credit-card information, to phony websites made to look like those of companies they deal with" (Saunders, 2004). 
McAfee, like other security software companies, makes its money by fighting spammers. It has just "released updates to its spam prevention service and personal firewall software to help home users combat the growing form of online fraud known as "phishing" (Sharma, 2004). The tactics spammers use, such as " phony subject and “from” lines", now violate U.S. laws. [It is illegal] to include false or misleading subject lines or to falsify headers that do not accurately reflect how the message was transmitted" (Saunders, 2004). These harm e-mail consumers and business companies.
Crime may just pay off as ex-spammers offered high paying jobs to join security companies. "A German firewall company has hired 18-year-old Sven Jaschan, the virus writer who admitted to being the creator of the Sasser worm and Netsky viruses and who faces charges of computer sabotage and other crimes" (Prokop, 2004). Rewarding spammers may encourage a new generation of youngsters to take up this new and profitable career. 

There should be laws against hiring ex-spammers and cyber criminals. Security software developers and anti virus and spam killers are working long hours to out smart spammers with the help of ex-spammers. A great deal of money is involved in e-mail and Internet security. It is a thriving business for both spammers and security system companies. The victims are innocent PC users who pay the price for protection.
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